BEAT: Baseline Ethical Assessment Tool

SUMMARY

BEAT is a local-first investigative text analysis capability
for policing, developed from PULSE to support ethical,

human-led OSINT analysis. It helps investigators

identify linguistic, behavioural and contextual patterns
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across online material while prioritising proportionality,

controlled data handling, transparent outputs,

investigator oversight and responsible use in sensitive

digital investigations.

Digital investigations increasingly involve high volumes of online
Bl g | =Ko g VAN MM 3\ (€] Sl material, pseudonymous profiles and fast-moving behavioural patterns.

Investigators need to identify relevant signals quickly while maintaining

proportionality, transparency and public confidence in the use of Al-supported tools. BEAT was built on
PULSE, developing a policing-ready approach to investigative text analysis for online harms including
harassment, exploitation, fraud and hate speech. The aim was to improve analysis of complex digital
material while keeping control, trust and adaptability central to use.

INNOVATIVE RESEARCH

BEAT developed PULSE into a more operationally
focused capability for policing. The project
focused on adaptive content categorisation,
analytical workflows and decision-support
features that help investigators identify linguistic,
behavioural and contextual patterns across large
bodies of digital text.

The ethical approach centred on practical
safeguards: local-first processing, controlled
handling of sensitive material, transparent
analytical signals, proportionate triage and
human-led decision-making. Outputs are treated
as investigative leads, not automated conclusions,
requiring human review, corroboration and
evidential assessment.

The project established BEAT as a responsible,
policing-focused approach to investigative text
analysis, with a strong emphasis on operational
usefulness, local control and human oversight.

It translated the original concept into a clearer
model for how Al-supported OSINT can be used
proportionately in sensitive digital investigations.

A key output was the development of practical
safeguards around local-first processing,
controlled handling of sensitive material,
transparent analytical signals and investigator-
led decision-making. This strengthened BEAT's
position as a decision-support capability, helping
users identify patterns and leads while keeping
interpretation, corroboration and evidential
assessment with investigators.

The work also clarified how BEAT should be
adopted safely. It identified the importance of
clear use boundaries, user guidance, repeatable
workflows and future assurance around accuracy,
usability, privacy impact and false-positive
awareness. This provides a strong foundation for
wider piloting and operational evaluation.

NEXT STEPS

The next phase is wider operational learning,
refinement and adoption. Further work should
expand use cases, strengthen evaluation with
real users and continue testing against emerging
crime types and online behaviours.

Ongoing governance should focus on
explainability, privacy impact, proportionality,
false-positive awareness and user confidence.
BEAT provides a model for responsible Al-enabled
OSINT in policing: locally controlled, operationally
relevant, privacy-conscious and designed to

keep humans , not algorithms, at the centre of
decision-making.
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