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This innovative project sought to establish evidence-based principles Yorkshire and Humberside

for solutions that would support policing in the creation, organisation Regional Organised Crime

and management of accounts for internet intelligence and investigation  Unit

(iiif) purposes. Findings and tangible deliverables are now able to better CENTRIC — Centre of Excellence in
inform and shape national policy, guidance, and training for practitioners Terrorism Resilience,

and leaders. Further, they have created a framework on which the Intelligence and Organised Crime
future development of technical enhancements can be built. Research, Sheffield Hallam

University, IS

Challenge

The creation, maintenance, management, and disposal of online accounts are necessary for policing in the
online space. The successful creation and survival rate of accounts can be as low as 2%, consuming significant
resources, and severely impacting upon policing capability and the ability to manage risk in real-world
operations and investigations across a broad range of policing requirements.

Innovation or research

The project aimed to deliver a highly impactful set of results within the year; i.e. to improve the survivability

of online accounts. Sequential and complimentary research/innovation phases across 12 sprints delivered a
comprehensive mixed method knowledge build for policing (practitioners’ experiences /survey & focus groups/
interviews), legislation/policy/guidance/training analysis) followed by a unique and systematic process flow
evaluation and testing regime. This explored and validated account creation and maintenance success rates
with multiple technical and practice variables across identified online sources. Building on this evidence base
the project then ran design thinking workshops to prototype lo and hi-fidelity wireframes for future technical
solutions to enhance the lifecycle management of online accounts.

Findings

The project has highlighted that policing faces a very real and increasing challenge to create and maintain
online accounts, especially on certain platforms. Creation and survival success rates are plummeting due to
online algorithms and verification requirements swiftly blocking or removing accounts in a drive against mis/
disinformation. ‘Time’ (i.e. the ability to plan and instigate systematic, periodic and layered online account
activity) was found to be crucial to account survivability and yet it is often overlooked or misunderstood. Lack of
senior leader knowledge in this arena, and the variable levels of training provision and experience amongst staff
further compounded issues. Project Orion is however able to provide tangible opportunities to counter these
challenges. Evidenced organisational gaps/requirements are now met with policy/guidance recommendations
(at YHROCU and national levels) and the creation of a series of training ‘How to/'Reference’ guides for senior
leaders, supervisors and practitioners. For practitioners, the adoption of identified and validated best practice
process flows can increase the likelihood of account creation and survival, greatly improving productivity and
effectiveness.

Although at very early stages, YHROCU have seen an encouraging increase in survival rates of up to 40% from
a previous baseline of 2%. Technical enhancements to support account management , incorporating account
lifecycle and best practice identifies opportunities for sustained operational improvements in efficiency and
effectiveness for policing.

Next steps

Utilising project findings and best practice, in conjunction with existing recognised tradecraft, technical
enhancements could support a more effective capability to create, maintain and manage online accounts
through a consistent approach.

Project findings were successfully presented to NPCC iii conference in June 2025 and national dissemination
of findings, training/guidance, recommendations is now planned by YHROCU. Building on Project Orion,
YHROCU/CENTRIC/IIS have been successful in receiving STAR funding for 25/26 to research and develop law
enforcement’s ability to harness the potential of image and video generative Al to support policing missions.
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