
Harnessing Image and Video Generative AI (GenAI) directly benefit policing 
operations  within open-source and covert policing missions giving them 
the power to create realistic online personas and build a character’s 

identity, enabling intelligence collection opportunities whilst minimising the risk of detection. Project 
Nebula, aligned to the NPCC AI Vision strategy to establish UK policing as a leader in applied 
responsible AI, enhanced the knowledge base and proposed potential solutions to address the need to 
create, manage and maintain GenAI in an operating landscape which was not fully understood. 

  NEXT STEPS INNOVATIVE RESEARCH

THE CHALLENGE

Project Nebula: Harnessing Image & Video Generative 
AI in Law Enforcement

SUMMARY
This project enables Law enforcement to harness the 
potential of image and video generative AI (GenAI) 
to support online intelligence and policing missions. 
It has supplied recommendations for organisational 
improvements and established technology and 
methodology to reduce the likelihood of AI imagery 
detection by humans or technical tools.​
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This research incorporated a review of the 
GenAI landscape, the safety and security of 
platforms suitable for policing use and evaluated 
technologies. This enabled the most appropriate 
tools to be selected and the establishment of 
new workflow processes to create and maintain 
images. These results were scientifically tested 
to ensure their use is better understood and 
proven to be safe and suitable for operational 
deployment now and for the foreseeable future. 
Training material and user guides were also 
created enabling safe deployment of GenAI into 
investigations and operations.

The research reviewed current legislative/
regulatory/policy environment in the UK & Policing 
and made five recommendations to support 
nationally consistent guidance and the proposed 
development and use of GenAI. The project also  
established a 41% reduction in positive human 
identification of GenAI images. 

In the technical assessment the enhanced Project 
Nebula images successfully defeated detection 
in one tool in 50% of images and the second tool 
in 20%. This demonstrated identified techniques 
and methods can be deployed to make it harder 
to identify any images as AI generated.  However, 
there was no single reliable method identified, 
especially against tools that are regularly updated.  
Freely available online tools are less effective 
than commercial tools, with the specialist law 
enforcement tools were most adept at identifying 
images as AI or manipulated. 

This project has provided a baseline to better 
understand what the most secure and effective 
technologies are to deploy and crucially 
consideration to the level of capability of their 
operational target, to then adapt and deploy the 
technical tradecraft in their approach based on 
Nebula learning and the published training guides.
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The tools and processes developed through 
Project Nebula have been successfully piloted by 
YHROCU teams. The recommendations from the 
research will now be utilised to ensure a legal and 
policy compliant implementation.​

The increased capability and benefits will be 
shared through national networks, to enable 
others access to the tools.​

Staff within the YHROCU will utilise horizon 
scanning, enabling the rapid adoption of 
developing GenAI technology, following the 
processes and assessment frameworks developed 
from the project.​

Work will continue to reduce the effectiveness of 
GenAI detection, both by human assessment and 
technical assessment, to maximise operational 
success.
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